
©2017 ECRI  INSTITUTE

Understanding the Risk & 

Challenges in Health IT 

December 2017

Eric Woo
Regional Director, Asia Pacific



©2017 ECRI  INSTITUTE



©2017 ECRI  INSTITUTE

Medical Device Connectivity

 Health Information Technology (HIT) have created a strong push for medical device data 
to be integrated with Hospital Information Systems (HIS). 

 The net result is the requirement for medical device integration. e.g.: between vital sign 
monitors and EHR, ventilators and physiologic monitoring system. 

 Healthcare organizations are looking for medical device data to be more interoperable, 
complete, standardized, detailed, and accurate to improve clinical outcomes and patient 
safety. 

 Interoperability allows different medical devices, information technology systems and 
software applications to communicate, exchange data, and use the exchanged 
information within and across organisational boundaries in order to advance the 
effective delivery of healthcare.

 Achieving interoperability can be difficult, as data format and encryption varies among 
vendors and models.
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CHALLENGES OF HEALTH IT
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Challenges of Health IT
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Risk - How do we know?
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Risk Analysis in Health IT

 Health information technology (IT) provide multiple benefits to enhance patient care if 
the technology is optimally designed by the system developer, thoughtfully 
implemented by the healthcare organization, and appropriately used by the 
organization’s staff.

 However, Health IT can cause “unintended adverse consequences” if health IT system 
operates in unintended and unanticipated ways. 

 Health IT-related incident can occur under the following circumstances:

■ The system is unavailable for use. 

■ The system malfunctions during its use. 

■ The system is used incorrectly.

■ The system interacts incorrectly with another and causes the loss of data or data being 
incorrectly entered, displayed, or transmitted.
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Risk Analysis in Health IT

Health IT 
Events are 
classified 

into 2 
groups
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B) 

C) A) 
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RISK REDUCTION STRATEGIES
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Risk Reduction Strategies : During Health IT Adoptions

Most powerful and desirable 
because it can eliminate hazards.

Do not eliminate hazards but use techniques 
to reduce the likehood of errors. 
Highly dependent on user of system.

Use special policies, 
procedures and education 
to reduce errors

Organizations must 
consider a combination 
of the high-, medium-, 
and low-impact safety 

strategies to prevent any 
unintended 

consequences from 
health IT projects. 

No one strategy by itself 
is effective in minimizing 
health IT-related errors.

Strength of Error-Reduction Strategies
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Risk Reduction Strategies : The Process

The process:
1. Who is involved?
- Clinicians, nurses, BME, 

IT, Risk Managers, 
vendors

2. Why it is important?
- To identify HIT safety 

issues and prevent it 
from occurring (from first 
tested to 
implementation and 
operation) 

- To design a process to 
capture the problems 
before patients are 
harmed

A) 8 aspects for risk 
identification:

B) Event reporting tools:
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Top 10 Health Technology Hazards - Cybersecurity

 2017 - #6. Software Management Gaps 

Put Patients, and Patient Data, at Risk 

 2016 - #10. Misuse of USB Ports Can 

Cause Medical Devices to Malfunction 

 2015 - #9. Cybersecurity: Insufficient 

Protections for Medical Devices and 

Systems 

 2014 - #7. Neglecting Change 

Management for Networked Devices 

and Systems
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Moving forward… 

 Health Devices

■ Provide guidance to CE and IT in relation to 

medical device cybersecurity

■ Incorporating cybersecurity assessment in 

medical device evaluations

 MDS2 form a standard request

 Technology specific cybersecurity criteria

 BiomedicalBenchmark

■ Cybersecurity a part of standard IPMs

 Applied Solutions Group

■ Cybersecurity Gap Analysis

■ Medical Device Inventory Analysis
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What about IoT Impact?

Data

Communication

Research

Early diagnosis

Monitoring

Technological efficacy

Evaluation of 
Risk and Safety 
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Questions?

Thank You

Eric Woo
Regional Director, ECRI Institute

Email: ewoo@ecri.org
Website: www.ecri.org

mailto:ewoo@ecri.org
http://www.ecri.org/

